At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many issues which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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over the summer.our;childrenwillfof/coursefhavelsignificantly;more/spareitime/now,they/areout{of;school{Foryfmany, youngters,
may be that a considerablelamountofjthislextrafreedomlis spent‘online,social 'media/apps}video games;streaming ‘
services and other.digitalltechitolhave/funiFor,thatireasonfitslevenimorelimportant;fortrusted/adultsitofocus’onlonline) Ty

safety during the'summerbreakglensuringthat/our/childrenlare/not/only/awarelofithelmost/commonithreatsibut]
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HAVE FUN z

Obviously, the digital world isn’t \
without its dangers — but, when
navigated safely, it remains an

exciting, engacﬂlng and educational
joining in with video gaming and place. Be mindful of the many risks,
discussing the aﬁps they’re using. It of course, but don’t let them

will make your child more likely to 3 j ‘ Y discourage you from supporting

come to you with any future online 3 ] —+ yourchild to exEIore and enjoy g
worries or concerns. \ 3 ‘ themselves in the online space. :

ENGAGE WITH (&
> THEIR ACTINITIES

It might not always be convenient,
but try to make time to show
interest in what your child’s doing
online. Ideallx, getinvolved — by
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FOSTER CRITICAL
THINKING

Teach your child to question what
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Ensuring any devices that your child
uses to go online have the most

-

., they see in the digital world. As fake ] )

~ news increasingly uses Al to create up-to-date firmware and software 34
am Pelievable audio, video and images, installed is hugely beneficial. Many ~ ~°
== it will become even more important people put off downloading these Egv

in future years to question the
content that we see — and to know
how to confirm it as true.
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BE A DIGITAL
| ROLE MODEL

Take opportunities to demonstrate
ﬂ your empathy and understanding of
others online, giving your child a
positive template to follow. Watching
== Kou being a good digital citizen will
elp your child to learn an
appropriate level of respect for the
feelings, thoughts and privacy of
other internet users.

' regular updates, but very often they
contain vital software patches which 3%

help to keep your devices and data
secure.
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= It'simportant that children learn to
keep their personal data safe, and

~ understand how strong passwords
can help with that. Explain the basics
of digital security (showing them
examples, if possible) and when
they're a little older you could move :
on to more advanced methods like ok
multi-factor authentication.
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TAKE (PARENTAL)
CONTROL
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FIND A BALANCE e STAY AWARE

« SAFE ENVIRONMENT

- Among the internet’s ' Communicating and competing Keep an eye on your child’s online It's wise to capitalise on the A
oceans of content, of course, ~ online is fun, but shouldn’t replace activity and regularly check in with parental controls offered by most 3
are things which can be in-person socialising, exercise or what they’re doing. If you have internet service providers and the

- upsetting and concerning for ~ being outdoors. Work with your child serious concerns, you could devices and software that children

~ young ones. There’s always a chance to find a healthy balance between discreetly view their browser history. . use. These controls allow you to

. thatyourchild could stumble across thejr online and offline activities. The extent of monitoring should manage the kind of content

- inappropriate material, soit'swiseto . qke into account what they're correspond to your child’s age and your child is able to access, ™

=« discuss in advance what they should  _, gctually doing online: resedrching A maturity: younger children are likely and they can usually be
do if this happens. Underline that =~ something or cooperating in a game, to need closer observation. .. adjusted to reflect your
they can always come to you if “ for example, is more valuable than V. - child’s specific age.
something online has worried them. - simply browsing TikTok. Ay

Meet Our Expert

A Certified Information Systems Security Professional (CISSP), Gary Henderson is
the Director of IT at a large boarding school in the UK, having previously taughtin
schools and colleges in Britain and the Middle East. With a particular interestin
digital citizenship and cyber security, he believes it is essential that we become
more aware of the risks around technology, as well as the benefits.
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 26.07.2023



